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REPORT TO THE BRITISH AND US CHIEFS OF STAFF 
BY THE BRITISH/US COMMUNICATION SECURITY EXPLORATORY CONFERENCE 

SEPTEMBER 1950 



Initial exchange of Cryptographic Information under 




(a) Low Echelon (including Minor War Vessels) Telegraphic 
Systems including Combined Assault Codes and tactical 
systems for all military purposes* 

(b) Merchant Ships Telegraphic Systems , 

(o) Meteorological Security Systems,, including Facsimile, 
Teleprinter and Telegraph, 

(d) Voice Security Systems for Tactical Purposes, 

(e) Teleprinter systems fqr the exchange of Communication 
Intelligence material j 

4t ★ ' + jjt j)c 

1, As agreed by the British and the US Chiefs of Staff, 41 a 
British/US Conference to consider the above subjects was opened 
in Washington on the 21st September 1950« 

:2a Summaries of the proceedings at the meeting which followed 
have been prepared and. these are held both by the Director, 
Armed Forces Security Agency, Washington, and the Secretary, 
Cypher Policy Board, London, In our estimation this conference 
has been of unquestioned value not only in the field of Combined 
Communications Security but also in the field of US and British 



41 US Reference: ICS 2074/2 • 27 December 1949? 

British Reference: C0S(W)831 « 26 July 1950, 
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Intra-Communications Security L 
3a It is recommended % 



(a) That immediately and on a continuing basis, there 
be complete interchange of the technical details of 
the systems discussed in this conference* 

This should include technical visits * 

(b) That discussion and interchange of technical infor- 
mation on certain other items of combined interest,, 
such as the security aspects of IFF and authentication 
systems, be authorised*. 

(c) That security evaluations be made and exchanged on all 
items discussed * 

(d) That the UoS 0 -U d K o JCEC consider and resolve as a. mat- 
ter of urgency the operational requirements in all 
fields of Combined Cryptographic Communications., 

(e) That there be annual conferences on these subjects for 
the next four years, to be held alternately in London 
and in Washington, the first of these to take place in 
London in approximately nine months time* 

4* The general recommendations in paragraph 3 above together 
with the detailed conclusions of the Conference which are at- 
tached as Appendix A to this report are submitted for the ap- 
proval of the British and U. S* Chiefs of Staff* 
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A? Low Echelon (including Minor ’.far' Vessels) Telegraphic 
Systems Including Combined Assault Codes and Tactical 
Systems for all Military -Services ' 

(1) No machine system is likely to be available for 
■general combined use before 1954 o 

(2) If combined systems are required for any of the 
foregoing purposes in the interim period 9 some possible 
systems are: 

Strip 

Lines 

Cursex 

Playfex 

Running Kay Cipher 

■ (3) To most the long tern requirements for low echelon- 
combined systems selections should be made within the next 
■12 months*. Soma possible devices are: 

DW 1 
aFSAM 7 
"PCM" 

A3?SA3<I 9 
MCM 

Concert 

Rollick. 
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B. Merchant Ship Telegraphic Systems 

A. machine system of at least equivalent security but fas- 
ter than Cursex, which is under consideration, should replace 
it, when available, and that such a system Should be selected 
within the next 12 months. Some possible devices are: 



"PCM" 
jXJP 1 
aPSaM 7 
MOW 

Co Meteorological Security Systems, Including Facsimile, 
Teleprinter and Telegraph 

(1) Mo machine orypto system for meteorological purposes 
is likely to be available for general combined use before 1954 

(2) Zf combined systems are required for meteorological 
purposes in the interim period, some possible devioes are: 

(a) Air-Ground - ASAD 1 

Otmetoo 

Alametoo 

(b) Telegraph - CCM (modified for weather encipher- 

ment) Pencil and paper- Bystem for 
very low echelon purposes. 

(o) Teleprinter - ASAM 2-1 
(d) Facsimile - None available 

(3) To meet the long term requirements for encipherment 
of meteorological data, selection should be made within the 
next 12 months • Some possible devioes are; 
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(a) Air-Ground - ASAD 1 

Otmetbo 

alameteo 

Any available olphony system 
■ _ / 

(b) Telegraph - 7 rotor BCM with provision for 

weather enolpherment 
AFSAM 7 
"PGM'* 

Singlet 

Pendragon . 

DUP 1 - designed for weather . 
enolpherment 

Penoll and paper aystema 
(o) Teleprinter - AFSAM 9 

ASAU 2-1 
Concert 
Rollick 
Mercury 

(d) Clfax - ASAX 2 

URL Clfax 
METFaX 

Selection in category (d) may not be possible until an 
agreement la reaohed in the UK-US JCEC on the require- 
ments and characteristics for plain text facsimile 
equipment and associated transmission systems for 
meteorological use a 
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Do Voice Security Systems fog Tactical Purposes 

(1) No oiphony system Is likely to be available for 
general combined use before 1954 o 

(2) There are no possibilities for suitable devices in 
the interim period ? 

(3) To meet the long term requirements for combined 
oiphony systems seleotion should be made within the next 12 
months o Some possible devices are: 

(a} ASAY 4 (primarily designed as a low echelon 

oiphony attaohmentjcan be used only 
over circuits of normal band width) 

(b) ASAY 8 (designed primarily for airborne use; 

■ possibly suitable for general low 
eohelon use; can be used with VRF 
transmission only and is capable of 
group working) 

(o) Hallmark (primarily designed for tactical point 

to point circuits using VHP or wide- 
band circuits; could be used to provide 
secure point to point teletype and 
facsimile transmissions) 

(d) Sorcerer (primarily designed for point to point 

oiphony over long and short distance 
circuits of normal band width) 
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{» aN/TRA 16 {primarily designed for microwave point 

to point radio relay linics, carrying 8 
voice channels; can handle teleprinter 
with frequency multiplex) 

(f) D-76 (primarily designed for microwave point 

to point radio relay ..links, carrying 12 
voice channels; can carry facsimile or 
teleprinter with frequency multiplex) 

(g) TSS (primarily designed for" air-to-air and 

air-to-ground voice privacy system with 

minimum security of 20 minutes* Will 

operate with any existing tr»S* air- 
i - • 

draft voice transmitter or receiver , 

on frequencies as low as 175 KCS) 

£. Teleprinter Systems for the Exchange of Communication 



Intelligence Material 

(1) If there is to be an immediate substitution for 



ROCKEX a selection can be made from the following machines: 
ASAM 2-1 



5 UoC.Oo 

(2) Either machine la available in sufficient quantity 
to meet current requirements in the exchange of intelligence 
material o 




7 



APPENDIX A 



tographlc Information under the following Item headings : 

(a) Low Eohalon (including Minor War Vessels) Telegraphio 
Systems including Combined Assault Codes and tactical 
systems for all military purposes* 

(b) Merchant Ships Telegraphic Systems* 

(o) Meteorological Security Systema B including Facsimile, 
Teleprinter and Telegraph* 

(d) Voice Security Systems for Tactical Purposes, 

(e) Teleprinter systems for the exchange of Intelligence 

K 

material.: 

* * * # * 



1 0 As agreed by the British and the US Chiefs of Staff B * a 
British/US Conference to consider the above subjects was opened 
in Washington on the 21st September 1950* 

2* Summaries of the proceedings at the meeting which followed 
have been prepared and these are held both by the Director B 
Armed Foroes Security Agency, Washington and the Secretary , 
Cypher Policy Board, London* 

'T^I^Jn ourestimation this conference has been of outstanding 
value not only in the field of Combined Communications!, bul also 



* US Reference: JCS 2074/2 - 27 December 1949* 

British Reference: COS(W) - 25 August 1950* 
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in the field of US.and British Intra 



§©nerai 




a- ad we -? 



Ca.) That^immed lately and on a continuing basis ? there 
be oomplete interchange of the technical details of 
the systems discussed in this exploratory conference o 
This should include technical visitso 
(b) discussion and interchange of technical Infor~ 

mation on certain other items of oombined interest 9 
I. v such, as the security aspects of IFF and authentication 

( \ ^ systems p^b# authorized 0 

(o) jph'at security evaluations be made and exchanged on all 
items discussed « 



( d ) Th^t*a^co.py^of-»the-f inal—report»©f«=.the»conf ereaoe— be 
-s ubmitted to_th0.^U. c .a o ^UaXo._JLCEG.~an(IH7hat~the”UvSr” U?KT 
JCEC be^e^U 9 S.toed«ito consider and resolve as a matter 



of urgency the operational requirements in all fields 
of Combined Cryptographic /Communications. 

Ce) That there be annual conferences on these subjects for 
the next four years 8 to be held alternately in London 
and in Washington s the first of these to take place in 
London in approximately nine months time* 

< 5j®U-C-r-ai2_ 

4o The recommendations in paragraph 3 above together with the 

detailed conclusions of the Conference which are attached as 

forWJL* J 

Appendix A to this report are submitted recoramendat^oa-i 

by the British and U 0 S. Chiefs of Staff 0 
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APPENDIX A 
CONCLUSIONS 

A° Low Echelon (including Minor War Vessels) Telegraphic 
Systems Including Combined Assault Codes and Taotloal 
Systems for all Military Services 
(1) No machine system is likely to be available for 
general combined use before 1954° 



'CL. _• 



(2) .If combined systems are required for any purposeNin 

—A" - — 

the interim period^ possible systems are: 

/\ - L ■ 

Strip 
Linex 
Cur sex 
Playfex 

Running Key Cipher 

(3) To meet the long term requirements for low echelon 
combined systems selections should be made within the next 
12 months « f&SBlble devices are: 

DUP 1 
AFSaM 7 
"FCM" 

AFSA11 9 
MCM 

Concert 

Rollick 
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Bo Merchant Ship Telegraph! o Sy at eras 

A machine system of at least equivalent security but 
faster than Curs ex. should replace it. when available B and 
that such a system should be selected within the next 12 
monthSc ^Possible devices are: 

"PCM" 

DUF 1 
AFSAM 7 
MCM 

Co Meteorological Seourlty Systems 0 Including Facsimile „ 
Teleprinter and Telegraph 

(1) No machine crypto system for meteorological purposes 
is likely to be available for general combined use before 1954 

(2) If combined systems are required for meteorological 

purposes in the Interim period,,, possible devices are: 

A 

(a) Air-Ground - a&hD 1 

Otmetco 

Alametoo 

(b) Telegraph - COM (modified for weather encipher- 

ment) Pencil and paper system for 
very low echelon purposes* 

(o) Teleprinter <= ASAM 2-1 

« 

(d) Facsimile - None available 

(3) To meet the long terra requirements for encipherment 
of meteorological data c selection should be made within the 
next 12 months* .Possible devices ares 



A 
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Rollick 

Mercury 

(d) Cifax - ASAX 2 

URL Cifax 
METFAX 

NOTES Selection in category (d) may not be possible until an 
agreement is reached in the UK-US JCEC on the require- 
ments and characteristics for plain text facsimile 
equipment and associated transmission systems for 
meteorological useo 
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D „ Voice Security Systems for Tactical Purposes 

(1) No olphony system is likely to be available for 
general combined use before 1954 o 

(2) There are no possibilities for suitable devices in 
the interim period n 

(3) To meet the long term requirements for combined 
olphony systems selection should be made within the next 12 



months* , Possible devices are: 



/\ 



{a) ASAY 4 



Cb) ASAY 8 



{ c ) Hallmark 



(d) Sorcerer 



C primarily designed as a low echelon 
olphony attachment; can be used only 
over circuits of normal bandwidth) 
(designed primarily for airborne use; 
possibly suitable for general low 
echelon use; can be used with VHF 
transmission only and is capable of 
group working) 

(primarily designed for tactical point 
to point circuits using VHF or wide- 
band circuits; could be used to provide 
secure point to point teletype and 
facsimile transmissions) 

(primarily designed for point to point 
olphony over long and short distance 
circuits of normal band width) 
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(e) AN/TRA 16 {primarily designed for microwave point 

to point radio relay links # carrying 8 
voioe channels | can handle teleprinter 
with frequency multiplex) 

<f) D«>70 {primarily designed for microwave point 

to point radio relay links * carrying 12 
voice channels g can carry facsimile or 
teleprinter with frequency multiplex) 
(g) TSS {primarily designed for air-to-air and 

air-to-ground voioe privacy system with 
minimum security of 20 minutes „ Will 
operate with any existing U 0 S o air- 
craft voioe transmitter or receiver, 
on frequencies as low as 175 KCS U ) 
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